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CANH BAO NGUY CO BI LUA PAO ONLINE

CONG THONG TIN DIEN TU
ChiY (ngy TP, H& Chi Minh, kinh doanh online) cho biét, vira b) dé| tugng ira 18y tal
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khoan internet banking. B4I tugng nay cho bigt dang & nudc ngoal, qua fanpage cla chj
s . Y, ngudi nay dat mua nhiéu logl banh mut, déc san ngoal dé girl cho gla dinh & Bong Nal.
® réng don hang hon 4,2 trigu dong, “Tol rdt can than nén da vao facebook cia ngura|

mua, xem nhigu comment (binh ludn) dang 14 ngudi nay & nude ngoal that nén kha tin
tuémg” - chl Y nol,

Nhéap chudt, mat tién

Khi chl Y yéu cau chuy@n tién trude, ngudl mua gl mot dudng link gid Western Unlon va
Glm I}‘lEU T'N Tl}t SU KIEN VA'J BArJ D'C*' VU CONG 80 mot ma glao dich, L’é‘l\g'llL'llYlll'l&’J chudt dé nhan tén. Theo chi Y, website nay cd glao

: | ® ~ dign, hotline kha giéng val mot ngan hang tal Vigt Nam. D61 tuang con gol dign thoal tur 1
56 may nudc ngoal, hai thac chi nhanh chong dang nhap vi ngudi nay dang & NH, sap
dén gia lam nén khong che duge lau,

= . . — - X & - N o . “S¢r méit khach hang “ngon”, td| khéng co thél glan suy nght nén nhép vao link, khal bao
Y m.‘ A e e : ; I‘.' - "' ‘“ 1 u:- o~ . oub . S o e Céﬂh bao Vé Chlcn d!Ch ten dang nhap, mat khau, nhap ¢ ma OTP, Ngay lap tic, toi nhan dugce thong bao hay
4 L Mw . ma OTP dang = dung, dong thél ma OTP cda tol di dugce kich hoat trén mot dién thoal

f ..... | -1 : | Do “ ‘ ’,_Il Y"m " ~ Amiara lgn Cé!‘g mng |qi dung khac, Sau do 34 trigu dong trong tal khodn clng blén mat” - chl Y nol
Genesw  Ovot  Opiom | fost | Layea | Com -~ dich bénh COVID-19
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cac phuong an phong
eln chdng dich COVID-19 trong ngay dau
Sakdiey Mo dimq cap thj thue cho du khach tir viing

2 - dich

Covmert O TV 0 B Micew) ngupen xoaw phas; bk

Tudl tré Van phong BS
Cong an ddng hanh

Mal Thé DAng gid bl can 48 Ira dao

Céanh bao vé chién dich tan cong mang loi dung dich

CoON trurdng hop Gng TV.D (ngy PYEN Thé, TR PIeiku, Gia Lai) bi chiém doal

- cung can bo, chien Sy quyén si¥ dung Gmail rbi con bl gol dién thoal "hi doa”, cudl cing mat gan 3
benh COVID-19 Cong an noi tuyén ddu 1 9éng cho cning
phonq, Chéﬂg dlCh COVID-19 Cac ddl tuong chidm doat quyén s dung Gmail cda éng 0., nhung van dé

chil tAl khodn truy céap binh thudng Ong D vaAn dung Gmail dé& 1am viéc ma

Thoi gian gan day, tinh hinh dich bénh COVID-19 dang co dién bién phut
khéng biét cod ngud| dang theo dél tirng thu dén, thu di. Qua theo dé| Gmall

tap ta nhl'éu qlléC gia, mot s6 nhom tin tac da loy dung tinh hinh nay de — ”h[n]q Chié’ﬂ 59 ch()nq clia 6ng D, cac déi twong biét éng D cd Mt khoadn tién I&n trong tal khean
phat dona. uén hanh chén dich tlin cdna mana cd chu dich vao cac oo : ngan hang
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CAC HINH THUC LUA PAO

Lira ddo qua dién thoai

Ké lira ddo gia mao co quan chic ning, to chirc tai
chinh dé Itra nguoi dung ndp tién hodc cung cap
théng tin tai khoan ngan hang.

Lira dao trén mang xa hoi Zalo/Facebook

Ké Itra dao giri tin nhan tring thudng hodc hoéi mua
hang, sau do yéu cau cung cap thong tin tai khoan
hodc chuyén phi dé nhan qua.

,,,,,,,

Lira ddo qua cac trang web hoac email

K¢ Itra dao guri duong link cua trang web gia mao
ngan hang hodc dich vu chuyén tién qubc té dén
nguoi bi hai. Khi nan nhan nhap thong tin nhu s6
tai khoan, mat khau, OTP, toan bo sd tién trong tai
khoan cua ho s€ bi chuyen di




CAC TINH HUONG THUC TE

Lira dao qua dién thoai

Buoc 1: Ké Ira dao goi dién mao danh can bo trong cac co quan tu
phap nhu: COng an, Vién kiém s&t, Toa an goi dién cho nan nhan noi
rang ho bi kién Vi no tién hoic ¢d lién quan dén vu &n dang giai quyét
Hoic c6 thé gia mao nhan vién nha mang, cong ty dién lyc théng bao
SPT dang no tién cude, tién dién.

Buwéde 2: Y8u cau nguoi dan chuyén mot sb tién vao mot tai khoan do
cac doi tugng nay cung cap dé di€u tra hoac ndp tién dich vu chua
thanh toan vao so tai khoan.

Khuyén nghi tir VPBank

Canh giac vai cac cudc goi tu xung tir
cac co quan cong an, vién kiém St
ngan hang.

Goi lén tong dai caa nha mang, cong
ty dién luc dé x4c minh thdng tin va

s6 tai khoan cua Nha cung cép dich vu.
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Combo - 1d

Panh dau la da ban Xem chi tiét

TanTy rang

WESTERNUNION Thong bao: TK
3701205040138 CHU VAN MANH -
Agribank Vietnam.Gd quoc te
+1,500,000VND vao TK. Ma giao dich:
048786914 cho quy khach xac nhan

giao dich tai :
https:/westerunionbankagri.weebly
.com/
= [ Uog aung | °
’ AGRIBANK E-MOBILE BAN ._ <
s

Chuyén tién lién ngan hang

l. { Qua ca 56 thé & sé tail khoan
_e o

WESTERNUNION

454 Stadium Way Los Angelese, CA 90210

westerunionbankagri.weebly.com

bén em vao trang web de lam xac

u nhan nghe $

e B @ 9 @D BHip

Tinh hudng 1:

Mot khach quen thuong dat mua hoa tai ctra hang hoa cua ba
H. Ho mua don hang hoa véi gia 3.2tr. O budc chuyén tién,
nguoi ndy néi dang & My va chuyén khoang qua. Sau budc
dang nhap, mot ma OTP duoc gui vé dt ba H. Sau khi nhap, tk
bi trir 50tr ngay 1&p tirc. Qua hoang loan, ba H hoi lai nguoi
nay thi ho bao ba chup man hinh tin nhan trir tién cua ngan
hang dé xem Iy do. Ngay ldc chup anh man hinh, mot ma OTP
khac dugc giri vé dt ciia ba H va 50tr dong tiép theo lai duoc
chuyén vé tai khoan cua ké lira ddo. Nguoi nay tiép tuc bao ba
nhap OTP vao trang web néu khong tai khoan s& bi dong bing.
Cudi clng tong cong ba bi lira mat 150tr. Ba cho biét day la
khach quen nén hoan toan tin tudng. Tuy nhién sau nay ba méi

biét Facebook ctia nguoi ndy da bi hacker tan céng
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Tinh hudng 2:

Tang qua tir nudc ngoai: Gia mao nguoi
nudc ngoai sau khi noi chuyén mot thoi
gian s& dé nghi ting nan nhan mot mén
qua nhung dé nhan moén qua dé thi nan
nhan phai chi mot khoan tién dé thanh
toan phi hai quan va phi van chuyén.
Mon qua thuong duogc noéi la cé gia tri
16n dé marc phi hai quan cao khién nan
nhan khong nghi ngd ma chuyén mot so
tién 16n cho doi tugng lira ddo. Sau khi
chuyén tién thi d6i twong sé& chin tai
khoan nan nhan va tiép tuc lira dao d6i

tuong khac.
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Tinh hudng 3:

Ban dung tai khoan MXH dé comment mot ndi
dung bai viét trén mang lién quan dén minigame.
K¢ gian tao nick gia mao admin cuaa group, sur
dung tén va avatar ciia Group dé add nick zalo,
Facebook cua cac thanh vién trong group. Sau do
Itra cac thanh vién 1a d3 thang minigame, phan
thuong la tai khoan quang cao trén MXH hay hién
vat, tién mit, ... Y&u cau thanh vién d6 cung cap
thé tin dung va ma OTP dé lién két tao tai khoan
quang cao trén MXH hodc dé nhan phan thudng.
Sau do ké gian dung thdng tin thé tin dung lua
duoc dé lién két thé tin dung va tai khoan cia

minh dé chiém doat tién ctia nan nhan




- all Viettel = 16:02 @ 9 42% @ ) -

VPBANK

15:53, HOM nay

QK dang giao dich tren VPBank
Dream.KHONG gui OTP cho bat cu ali,
BAO GOM NGAN HANG.Ma OTP
972477 hieu luc trong 3phut.LH
1900545415

O JA)




TIN NHAN GIA MAO

16:57 -t - ‘:;.__"

‘ +84 96 7924196 > )

Tin nhan van ban s >
.
16:25, HOm nay

Ngan Hang VPBANK THONG
BAO.

Chuc Mung Tai Khoan Cua LE
THI HOA XUAN Nhan Duoc 1
Luot "QUAY SO - MIEN PHI",
Nhan Ngay 1 Trong 3 Phan Qua
Gom:

1 iPhone 11 512GB.

1 Tivi LG 4K 55inch.

10 Trieu Dong Vao Tai Khoan.
Truy Cap Website: hitps://
login-online.com.vn/ De Thuc
Hien Luot QUAY SO MAY MAN
MIEN PHI.Goi Vao 1900 54 54
15.Xin Cam On!

Gui ti dau sé may la *

TIN NHAN NGAN HANG

atl Viettel LTE 16:27 & 854w m -

~"[CANH BAO] Ai do dang co truy cap
tai khoan VPBank Online cua quy
khach tren thiet bi/trinh duyet la.
Neu khong phai QK, DOI MAT KHAU
de tranh bi MAT TIEN. Neu la QK,
nhap ma bao mat 534367 de tiep
tuc. KHONG chia se ma nay cho bat
ky ai BAO GOM NGAN HANG hay
website gia mao de tranh rui ro MAT
TIEN. LH 1800545415

“ Hién thi dau s6 gui la tén

cua ngan hang
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Lira ddo trén mang x4 hdi (tin nhin, zalo, facebook)

Xac thuc OTP

Mot ma xac thuc da duge gii dén
0914791284

XAC NHAN

GUI LAI OTP poI SOT

Buwoc 1. Ké Iira dao
giri tin nhan cho nan
nhan  dinh  kém
trang web gia mao
yéu ciu ding nhip
tai khoan ngén hang
hodc yéu cau cung
cap so thé tin dung

Bwoc 2. Nan nhan
nhiap sb tai khoan,
mat khau va mi OTP
duoc gii vé dién
thoai

Bwoc 3: Nan nhan bi
mat tién trong tai
khoan

Khuyén nghi tir VPBank

« Khong mé va dang nhap tai
khoan ngan hang trén cac
duong link la.

« Khéng cung cdp mat khau
ding 1 lan (OTP) cho bat ctr
ai ké ca ngan hang, cong an.

e X& minh lai nguoi nhan

trude khi cung cap thong tin
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Lira ddo qua website

Buwéc 1: Ké tan cOng gui tin nhin/email c6 chua lién két
dén trang web gia mao cO chira ma doc. Hoac nguoi dung
vO tinh nhap vao cac popup quang cdo Kkhi truy cap

Internet.

Buwée 2: Trang web gia mao hién 18n yéu cau nguoi dung
dang nhap tai khoan mang xa hoi Facebook/Zalo/Gmail
hay tai khoan ngan hang.

. 4

Buwde 3: Toan bo thdng tin dang nhap s& bi danh cap. Ké
tan cong dung thdng tin nay dé thuc hién cac hanh vi lia
dao khac.

. STEP
vsmncmou

Khuyén nghi

Thiét 1ap bao mat 2
cho cac tai
khoan mang xa hoi1

Khong click
50%.FF KT & &«\ Vao Cac
duwong link
| CORE VIEGSTUDIO ULTRIATE K8 FAL S ACTIVE la
s cao va truy
cap vao cac

@ PHONURT

Corel VideoStudio Ultimate X8 Full + Active
e R

Corel VideoStudio Ultimate X8 Full BAI VIET LIEX QUAN

website doc
hai

Corel"

VudeoStudlo X8

VPs 170.000°

R T0GH | 1GB RAM | T CRY

Cavel Wideo3tudis Uitimate XE Full « Active




CACH THUC PHONG TRANH

HAY THU'C HIEN

GIU Bl MAT céc thoéng tin bao mat Ngan hang dién tir bao
gbm tén ding nhap/mat khau ding nhip/mi mo khda Smart
OTP.

NEN THUC HIEN giao dich dién tr trén cac website mua
ban hang hoa chinh thirc, c6 d6 bao mat cao.

NEN XAC THUC ngudi dé nghi thuc hién giao dich khi nhan

duoc yéu cau chuyén tién, nap tién.

TUYET DOI KHONG
KHONG cung cap thng tin bao mat nhu tén ding nhap/mat khau
dang nhap/ma mé khéa Smart OTP va noi dung cac tin nhan thong
bao tir VPBank cho bat ki ai, ké ca ngudi tu xung 1a cdng an, co
quan diéu tra, nhan vién ngan hang,...
KHONG cung cap théng tin, dua thong tin giao dich 1én mang,
dic biét 1a nhimg giao dich ban hang online, vi sé tao diéu kién cho
ké Itra dao.
KHONG cai dit cAc pham mém crack, can thiép vao thiét bi, hé
diéu hanh.
KHONG nhap mat khau dang nhap/ma OTP trén cac trang mang
khong ré nguon gbc, hodc duong link la.
KHONG thyc hién giao dich trén céc thiét bj cdng cong, tiém an
rui ro cao, hay luu thong tin tu dong dang nhap ngan hang dién tir

tai bat ki dau.



